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Abstract: Access control software must be based on a security
policy model. Flaws in them may come from a lack of precision
or some incoherences in the policy model or from inconsistencies
between the model and the code. In this paper, we present a for-
malisation of access control models, based on the algebra of security
models introduced by J.McLean [10], together with a description
of its implementation in an environment, namely Focal [17], which
provides a language with object-oriented features that allows to
write formal specifications, proofs and programs at the same level.
Then, we show how such formal development can be used to ob-
tain a particular security model: the Bell and LaPadula security
model. Last, as an example, we show how such a program can be
integrated for secure databases.
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1 Introduction — Motivations

Information systems’security becomes a major problem for society
and a well-established field of computer science. Research themes
involve access control mechanisms, modeling of information flow
and its applications to confidentiality policies [11, 12], mobile code
security, cryptographic protocols, etc. The methods used to con-
sider these questions are evolving, as are the ones used in safety
areas, where ad-hoc and empirical approaches were progressively
replaced by more formal methods. High levels of safety require
that the requirement/specification phase is done using mathemat-
ical models, allowing mechanized proofs of the required properties.
In the same way, assurance in system security asks for the use of
true formal methods along the process of software development,
starting at the specification level.

Computer information security is usually seen as a combination
of three classes of properties: confidentiality (denying unauthorised
accesses), integrity (denying unauthorised modifications of infor-
mation) and availability. Security evaluation criterias have been
elaborated by government agencies to promote the conception of
trusted systems, for example the Trusted Computer Security Eval-
uation Criterias (1983) (TCSEC), the Information Technology Se-
curity Evaluation Criterias (1991) (ITSEC [5]) and the Common
Criterias (1999), which are a collection of normative documents.
These criterias provide both a framework for the software industry
to ensure that software has been carefully designed and a referentie
for its customers. A product evaluation and certification against
the common criteria’s framework is built according to two hypoth-
esis. The first one is the “protection profile”, that is, the conditions
under which the evaluated product is supposed to be used. The
second one is its level of assurance, which is simply the level of trust
the system can be granted, according to the development process.
A good security level can be reached if the product is evaluated at
an assurance level greater than EAL-5 against a convincing protec-
tion profile such as the one given in [14]. Such a profile requires the
use of a mandatory formal policy model in order to achieve an ac-
ceptable level of confidentiality. Mandatory access control (MAC),

contrary to discretionary access control (DAC) such as access con-
trol list (ACL), is managed and enforced by the underlying system
rather than by an authorized user.

In this paper, we focus on access control. Access control is any
mechanism by which a system can grant or revoke the right for
active entities (the subjects) to access some passive entities (the
objects) or perform some actions. Our long-term aim is to de-
velop a formal library of access control policies together with their
implementations within a programming environment, namely Fo-
cal [17], in which specifications, proofs and programs are written at
the same level. To achieve this goal, it is first necessary to formalise
in a precise and unambiguous way the access control policies we
want to implement and to prove. Then, since many access control
policies share some common definitions, properties and proofs, as
it is widely recognised, it seems desirable to deal with an abstract
generic framework in order to ease and speed implementations by
reusing. Indeed, having an abstract formalism would allow to ob-
tain an implementation which is well-suited for a given context just
by instantiating parameters.

Hence, in this paper, we address the three following problems:

e the evaluation of security: reaching high levels of safety by
using the Focal programming environment,

e the full formalisation of access control policies,

e the definition of an abstract framework in which many access
control policies can be described.

This paper extends [7] and is organized as follows. The end of this
introduction gives some supplementary motivations about the for-
malisation of access control policies. Then section 2 briefly presents
the Focal programming environment used to implement access con-
trol policies. Section 3 describes in detail the implementation of
Mc Lean’s algebra of security within Focal, thus showing how fea-
tures of Focal can be used. Last, before the conclusion, section 4
illustrates the use of such an implementation to obtain the classical
Bell and LaPadula model and its application to manage access in
a relational database.

On formalising access control policies An exten-
sive literature on access control exists now and one can wonder
about the usefulness (or the difficulties) of formalising access con-
trol policies. However, many papers describing such policies are
rather informal and/or present a particular access control mech-
anism through examples without any formalisation (or generali-
sation) of the concepts involved in the policy. Of course, such
papers are very useful to understand how a particular access con-
trol works but they provide few help to implement it in another
context. Furthermore, even for papers containing specifications,
definitions and properties expressed in a mathematical way, such
formalisations are not always done at the level of detail required to
obtain a “computer-assisted formalisation”. Indeed, even if having
a mathematical model drawn by hand is a very serious way to in-
crease confidence, this is not enough. First, nothing is said about
how these abstract notions can be implemented: in this paper we
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Figure 1: Violation of the x-security property

present a way of formalising and implementing such notions. Fur-
thermore, when attempting to check proofs done by hand with a
proof assistant, many of them have been discarded. Often, the
errors are introduced by points considered as evident details or by
forgotten cases. Last, even if proofs done by hand are correct, noth-
ing formally ensures that the implementation meets the “formal”
specification done “on the paper”.

As a typical example of details that can be crucial, let us con-
sider the classical *-security property introduced to prevent the
copy of an object to a lower security level by a malicious subject.
In [1], Bell and LaPadula define this property as follows:

Vs € S Vo1,02 € O
((s,01,read) € m A (s, 02,write ) € m) = fo(01) <X fo(02)

where S (resp. O) is a set of subjects (resp. objects), m is a set
of access containing elements of the form (s, o0, a) expressing that
a subject s has an access to an object o according to the access
mode a, and where f, is a mapping that gives the security level
of objects. If we deal with joint access of groups of subjects over
objects, we can “generalize” this property as follows:

VSLSQ V01702 cO
((S1,01,read) € m A (S2, 02, write ) € m A S1 N Sy # )
= folo1) X fo(02)
1)

where S1 and Sa are sets of subjects (now, we write (S,0,a) to
express that subjects in the set S have a joint access to o according
to a). Figure (1) illustrates the situation we want to avoid. In [10],
this property is stated as follows:

“a state is x-secure if for any subjects S1, S2 and objects
01,02, if (S1,01,read) € m and (S2,02,write ) € m and
the classification of o1 dominates that of o2, then S1 N
S= 07
A direct translation of this sentence leads to the following logical
formula:

VS1,S2 Yoi1,09 € O
((S1,01,read) € m A (S2,02,write ) € m A fo(02) < fo(o1))
= SiNSy=0

which is logically equivalent (by contraposition) to:

VS1,S2 Yoi1,09 € O
((S1,01,read) € m A (Sa,02,write ) € m A S1 N Sz # )
= (folo2) < folo1))

)
Clearly, since < is only a partial order defining the lattice of secu-
rity levels, (1) and (2) are not equivalent (they become equivalent
when = is a total order, most of times this is not the case). Thus,
confusions may arise because these properties in fact define differ-
ent policies. This example points out that different authors give
subtley different definitions of the *-security property, and shows
that even if these two definitions seems to be similar, by expressing
them in a formal way, we obtain two different security policies as
illustrated in figure (2). This figure clearly shows that if a subject
s1 has a read access on an object whose security level is {1, then the
set of objects on which s1 can write according to (1) (i.e. objects
whose security levels are greater or equal than l1) is strictly in-
cluded in the set of objects on which s1 can write according to (2)
(i.e. objects whose security levels are not lower than l1). Similarly,
if we adopt the property (2), a subject s2 having a read access on
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Figure 2: Definitions of the %x-security property

an object whose security level is l2, such that I; and l2 are not
comparable with <, can have a write access on a object whose
security level is I3 with I3 < [1. Hence, as we can see on this exam-
ple, (2) does not prevent the copy of an object to a lower security
level. In fact, it is now well-known that formalising specifications,
definitions and proofs brings us at a level of detail that is often left
to the reader, and by taking into account these details, often con-
sidered as minor in informal presentations, definitions and proofs
are sometimes getting a little more complicated.

2 The Focal programming envi-
ronment

The Focal project[15, 17]! attempts to build a new programming
environment providing a language based on firm theoretical re-
sults, with clear semantics and which permits an efficient imple-
mentation — via translation to OCaml [9]. It has functional and
object-oriented features and provides means for the programmers
to write formal proofs of their code, and to have them verified by a
proof checker (Zenon and Coq [16]). The Focal language also pro-
vides features allowing to write programs, specifications and proofs
implementation in an incremental way. Indeed, inheritance and re-
finement mechanisms are powerful features which are particularly
well-suited to develop a library for secure applications since they
allow to make several refinements of a specification until provid-
ing an executable code. Thus, Focal avoids separately treating the
formal modeling work and the development.

In Focal, species are the nodes of the hierarchy of structures that
makes up the library. A species can be seen as a set of methods,
which are identified by their names. Each method can be either
declared (primitive constants, operations and properties) or defined
(implementation of operations and proofs of theorem). Moreover,
we can distinguish three kinds of methods: the carrier type, the
programming methods and the logical methods.

Carrier type The carrier, or representation type (rep for short),
is the type of the representation of the underlying set of the
structure defined by the species. The carrier is represented
by the keyword self, so that we identify the set with the
structure, as it is usual. Each species must have one unique
carrier, but as all the other methods, it can be either declared
or defined. A declared carrier is simply an abstract data type,
while a defined one is bound to a concrete type.

Programming methods These methods represent the constants
and the operators of the structure. Declared methods are
called signatures and are introduced through the keyword
sig, defined methods are introduced through let and recur-
sive definitions must be explicitely flagged with the keyword
rec. The language used for the definitions is similar to the
functional core of OCaml [9], with the addition of a construc-
tion to call a method from a given structure. More precisely,

lhttp://focal.inria.fr
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the main syntactic constructions of the language are the fol-
lowing?:

e abstraction with respect to a variable fun x -> ...
e application of a function f(x,y)
e call of a method m from a structure c: c'm

e call of a method m of the structure we are currently
building self!m

Logical methods Last, we can find in a species methods which
represent the properties of programming methods. In this
context, the declaration of such a method is simply the state-
ment of the property, while the definition is a proof of this
statement. In the first case, we speak of properties (that are
still to be proved later in the development), while in the sec-
ond case we speak of theorems. The language used for the
statements is composed of the basic logical connectors and,
or, ->, <-> not, and universal all and existential ex quan-
tification over a Focal type.

Currently, a proof in Focal consists in either a Coq script
interpreted in the context of the species where it is done3
or in a more or less detailed proof expressed with Cutter, a
declarative language on which the theorem prover Zenon is
based?.

The main (object-oriented) features of Focal are illustrated on
figure (3). Using frameworks involving inheritance requires to per-
form analysis in order to check coherence properties (inheritance
lookup, resolution of multiple-inheritance conflicts, dependency
analysis, type-checking ...). In Focal, classical object-oriented fea-
tures have been restricted in order avoid unsound constructions,
such as open recursion, which can lead to inconsistencies when
used carelessly.

A species can inherit the declarations and definitions of one or
several already defined species and is free to define or even rede-
fine an inherited method (but must not change its type). Besides
inheritance, the other important feature of Focal resides in the
possibility to parameterize a species by another one.

A collection is built upon a completely defined species. This
means that every method must be defined. In other words, in
a collection, every operation has an implementation, and every
theorem is formally proved. In addition, a collection is “frozen”.
Namely, it cannot be used as a parent of a species in the inheritance
graph.

2See [17] for a complete description of the syntax

3Some syntactic constructions have been added to tell the Focal
compiler what are the dependencies of such a proof, so that the
compiler can set up the appropriate environment when translating
a Focal program into Cogq.

4Zenon allows to easily obtain formal proofs and translates them
in order to be able to check them by Coq.
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Last, note that the computational part of Focal is validated
by its computer algebra library, mostly developed by R. Rio-
boo [3], which implements mathematical structures up to mul-
tivariate polynomial rings and includes complex algorithms with
performance comparable to the best computer algebra systems in
existence. As we will see, such library is very useful when formal-
ising the algebra of security models (we will use implementations
of lattices and boolean algebras).

3 Implementation of the “algebra
of security” models

The algebra of security models has been introduced by J.McLean
in [10]. As illustrated in figure (4), it contains three levels of spec-
ifications: frameworks, models and systems.

3.1 Frameworks

A framework F is a quadruple (S, 0, L5, A) where S is a set of
subjects (users, programs, ...), O is a set of objects (data, files, ...),
L5 = (L£,=,Y, A) is a complete lattice of levels of security and A
is a set of access modes, such as read, write, etc.

So we first introduce the species of subjects and objects :

end
end

species & inherits setoid
species O inherits setoid

The species setoid defines a non empty set with an equivalence
relation over its elements.

While a subject is an element of the species &, every element of
the species & is not necessarily a subject of a framework.

As we will see, we will need to deal with finite sets of subjects
and objects. Hence, we define the notion of sets of subjects and
sets of objects with the following species :

species &* (s is ©)

inherits finite_powerset(s) = end
species O* (o is O)
inherits finite_powerset(o) = end

An element of the species finite_powerset(s) is finite set and
every element of this set is an element of the parameter s (which
is a species).

Since levels of security form a lattice, we can define the species
of levels of security by inheritance from the species lattice de-
fined in the library of Focal. This species contains definitions and
properties defining a lattice.

species £ inherits lattice = end
We also define the species of access modes :
species A inherits setoid = end

Since we consider that a subject can access to an object in sev-
eral access modes, we define the notion of set of access modes :



inherits finite_powerset (m) = end

Each framework introduces a set ST containing every set of
subjects that can potentially perform a joint access over an object.
The notion of joint access is not always available in classical access
control policy, but is very useful in some specific domains, such
as the military system. For instance, in order to launch a missile,
two different people have to push the button at the same time.
However, as we will see, ST is often reduced to the set of singleton
sets of S. Since ST is a set of set of subjects, it is an element of
the species defined as follows :

species &** (s is &, sp is G&*(s))
inherits finite_powerset(sp) = end

Furthermore, as we will see when defining the notion of model, a
framework involves a set ST* of sets of sets of subjects which is an
element of the species :

species &™* (s is S, sp is G*(s),spe is &**(sp))
inherits finite_powerset(spe) = end

Now, we can first define the species IF of frameworks containing
the declaration of these sets.

species IF
(s is &, sp is G*(s), spe is &**(s, sp),
spee is &***(s, sp, spe), o is O,
so is O*, n_s is £S5, m is A, m_a is A*(m))
inherits cartesian(sp, so) =
let S in self -> sp = fun x -> #first(x);
let O in self -> so = fun x -> #scnd(x);
sig St in self -> spe;
sig ST* in self -> spee;
end

The species cartesian defines the cartesian product of two se-
toids: an element of IF is a pair of a set of subjects and a set
of objects. For example, the method S, defining the set of sub-
jects, is obtained as the first element of the pair. Methods first
and scnd are global methods (they are prefixed by #) and returns
respectively the first and the second element of a pair.

At this level, ST or ST* are not defined, but we have to specify
that ST and S1* are built upon elements of S. So we add the two
following properties in IF :

property build_ St : V f € self V x € &*,
&**1is_in(x, !'ST() =
G*1is_subset (x,!S (f))

property build_St* : V f € self V x € &**,
G&***1is_in(x, 'ST*(£)) =
G**lis_subset (x,!ST (£))

The methods is_in and is_subset are defined in the species
finite_powerset: is_in(x, S) returns true if the element s be-
longs to the finite set S, false otherwise, and is_subset(S7, S2)
returns true if S7 is a subset of S2, false otherwise. The keyword
! is a shortcut for self!, which means that we call the method of
the current species.

‘When the species F is implemented by a collection, the devel-
oper has to prove these properties, so he has to define ST and ST*
in such a way that they respect them.

Then, we introduce a species IF9
which:

e ST is specified as the finite powerset of S without the empty
set (an access is initiated by at least one subject).

which inherits from IF in

e S1* is specified as the finite powerset of S+.

This is done as follows :

property spec_St : V f € self V x € G*,
(= (&*lequal(x, G*!vide))) =
G*1is_subset(x,!S(f)) =
&**lis_in(x, !ST(£));

St
Teedh e Fo { st
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Figure 5: Hierarchy of frameworks

property spec_ST* : V f € self V x € &**,
&**tis_subset(x,!ST (£)) =
G***1is_in(x, 'ST*(£));

As the properties build-ST and build_S1*, these two properties
imply for the developer of the final collection to define ST and ST*
in a way that respects these conditions. This species represents
the most general kind of framework, because no constraints are
required over the sets S and St*.

We also define a species IF. , for coherent frameworks, which
inherits from IF and specifies ST* as the set:

{XCS8T|Vy,zeST (ye XAyCz)=ze X}

property spec_coherent_ST* : V f € self V x € spe,
G***1is_in(x, 'ST () &
(&**1is_subset(x, !'ST(£)) A
VY y z € sp, &*lis_in(z, 1ST(£)) A
G**lis_in(y, x) A G*lis_subset(y, z)
= G&**lis_in(y, x)));

A coherent framework ensures that if a set of subjects is granted
to change the security level of a subject or an object, then it can
do it together other subjects. This will be explained later when
defining models. Note that at this level, nothing is said about ST.

Last, we introduce the species IF¢ which inherits from IF. such
that St is specified as the finite powerset of S without the empty
set, as in IF, and the species IF® which also inherits from IF¢ and
specifies ST as the set of singleton set. By this constraint, IF® is
clearly coherent (and then the property over ST* can be proved in
this species) and is the most used in the literature (where no joint
access are usually taken into account). The figure (5) describes the
hierarchy of species of frameworks.

3.2 Models

Given a framework F, a model is defined by two functions c¢s and
Co, respectively from S and O, to ST*. These functions respec-
tively associate to each subject and object every set of subjects
allowed to change the security level of the subject or the object.
As the range of these functions is ST*, we see that by constraining
S** like we did for coherent frameworks, we can express that if a
(set of) subject is granted to change the security level of an entity,
then it can also do it together another subjects.

First, we define the species M introducing ¢s and ¢, as fol-
lows :

species My
(s is 6, sp is 6*(s), spe is &**(s, sp),
spee is &***(s, sp, spe), o is O, eo is OF,
n_s is £5,m is A, m_a is A*(m),
f is IF (s , sp, spe, spee,o, n_s, m,
f1 in f)
inherits basic_object =
rep = ((s -> spe) * (o -> spe));
let mcs in self -> s -> spe = fun m -> #first(m);
let mco, in self -> o -> spe = fun m -> #scnd(m);

m_a),

As we can see, the carrier type of this species is a pair of functions.
Here, the range of methods mcs and mc, is spe and not St*, as



not possible to use an entity as a type. So we have to define two

invariants in order to express that the range of mcs and mc, is
St* .

letprop inv_spec_mcs (x in self) =V sl € s,
G*lis_in(s1,f1S(£f1)) =
&***1is_in(Imes (x, s1),£18T*(£1));

letprop inv_spec_mc, (x in self) =V ol € o,
O*lis_in(ol,f!1O(f1)) =
&***tis_in(Imcs (x, 0o1),£1ST*(£1));

letprop inv_spec_c (x in self) =
linv_spec_mcs (x) A !'inv_spec_mco (x);

We do not define these invariants with property since it is pos-
sible to create models that do not respect these properties, and so
it would be impossible to prove them. The keyword letprop allows
to define a property as a predicate. We will see later how to use
such a predicate.

From two models, we can create another one by doing operations
over sets returned by mcs and mco.

Let My = (F,ck,cl) and Ma = (F,c2,c2) be two models, then:

My UMy = (F,cs,co) with  Vz € S, cs(z) = cl(z) Uc2(x)

and Vz € O, co(z) = cl(z) Uci(x)
M1 M Ms = (F,cs,co) with  Vz €S, cs(x) = ck(z) N c2(x)
and Vr €O co(x) =cl(z)NcZ(x)

Since the functions c¢s and ¢, return a set of sets of subjects, inclu-
sion over sets easily leads to an ordering between models defined
as follows:

My < My & (Vo € S cl(z) Cc2(z) AVz € O cl(z) C (w))

So we can declare this two methods along with their specifica-
tions :

sig M in self -> self -> self;

property lM_spec_mcs : V x € s, V ml m2 € self,
spe'!equal (!mcs (1M (m1,m2) ,x),
spe!inter(!mecs (m1,x) , !'mcs (m2,x)));

property lM_spec_mc, : V x € o, V ml m2 € self,
spe!equal (!mc, (1M (m1,m2) ,x),
spe!inter (!mc, (m1,x) , 'mco, (m2,%x))) ;

The method U is defined in the same way with union instead of
inter.

Hence, we introduce the species M which inherits from Mg
that contains the declaration and specification of <, together with
the proofs that M and U are respectively the operators of greatest
lower bound (glb) and least upper bound (lub) for <. Since it can
be easily shown that M and LI are distributive, and that there exists
two models which are the minimum and the maximum, the species
My also inherits from the species of complete distributive lattice
defined in the Focal library.

species M
(s is &, sp is G*(s), spe is &**(s, sp),
spee is &***(s, sp, spe), o is O, eo is O*,
n_s is £5,m is A, m_a is A*(m),

f is IF (s , sp, spe, spee,0, n_s, m, m_a),
f1 in f)
inherits
Mpr (s, sp, spe, spee, o, so, n_s, m, m_a, £, f1),

distributive_lattice, bounded_lattice =

sig leq in self -> self -> bool;

property spec_leq : Vx € s, Vy € o, V ml m2 € self,
'leq(ml, m2) &
spel!is_subset(!c_s(ml, x), '!c_s(m2,x)) A
spe!is_subset(!c_o(ml, y), 'c_o(m2,y));

('leq(!M(m1,m2), mi1) A
1leq(!M(m1,m2), m2) A
(1leq(m, mi) A

'leq(m, m2))

= lleq(m, !M(m1,m2)))
proof : by !spec_leq, !l_spec_mcs, !lMN_spec_mco,

The order < corresponds to the intuitive notion of stringness:
for example, the minimum model is such that cs(s) = co(0) = 0
for all subject s and object o and then is clearly the more stringent
model (no-one can change the security level of an entity).

So we can introduce the minimum model :

let min =
let cs = fun x -> spel!empty_set in
let co = fun x -> spel!empty_set in
#crp(cs, co);

The maximum model is defined by :

let max =
let cs = fun x -> £!ST(f1) in
let co = fun x -> £!ST(f1) in

#crp(cs, co);

Since min and max obviously respects the invariant, we can
define the two following theorem :

theorem min_is_inv :
linv_spec_c(!min)
proof : def !inv_spec_c, !min;

theorem max_is_inv : !inv_spec_c(!max)
proof : by !'build_ St* def !inv_spec_c, !'min, ...;

We can then introduce the species Mpc , where the involved
framework is refined into a coherent framework :

species Mipec
(s is &, sp is 6*(s), spe is &G** (s, sp),
spee is &***(s, sp, spe), o is O, eo is O*,
n_s is £5,m is A, m_a is A*(m),

f is IF. (s , sp, spe, spee,o, n_s, m, m_a),
f1 in f)
inherits
My (s, sp, spe, spee, o, so, n_s, m, m_a, £, f1) =

end

Note that ST* is defined in IF. , and we prove that for all subsets
S1 and S of ST*, 81 US2 and S1 N S2 belong to ST*. Then it
follows that LI and M respect the invariant :

theorem M_is_inv : V x y € self,
linv_spec_c(x) and !inv_spec_c(y) =
linv_spec_c(!M(x, y))

proof

theorem LI_is_inv : V x y € self,
linv_spec_c(x) A !inv_spec_c(y) =
linv_spec_c(!U(x, y))

proof

Now, we introduce the species M which inherits from M
and deﬁ_nes the complement of a model M = (F,cs,co) as the
model M = (F, ¢, ¢,) where:

VeS8 c(x) =81 \es(z) A Vye O éy) =8\ coly)

During inheritance, we will prove supplementary results allowing
this species to inherit from the species of boolean algebra (defined
in the Focal library).
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species Mp
(s is &, sp is 6*(s), spe is &**(s, sp),
spee is &***(s, sp, spe), o is O, eo is O*,
n_s is £5,m is A, m_a is A*(m),

f is IF (s , sp, spe, spee,0, n_s, m, m_a),
f1 in f)
inherits
My (s, sp, spe, spee, o, so, n_s, m, m_a, £, f1),

boolean_algebra =

let complement (mod) =

let cs = fun x -> spe!diff(£!St (£1), !mecs(mod, x)) in

let co = fun x -> spe!diff(£!St(£1), !mco,(mod, x)) in
#crp(cs, co);

The method #crp is used to create a pair. At this level, it’s not
possible to prove the required properties of boolean algebra since
such a proof depends on the definitions of ST and St* which are
not yet specified. So, we define two species Mg and Mps which
inherits from Mg : Mg is defined from a framework in IF9 while
Ms is defined from a framework in IF'® . Furthermore, Mps also
inherits from the species M, , since IF® inherits from coherent
frameworks. Because ST and S1* are defined in My and Mps ,
we can apply the invariants to M and L, as we did in M, . Last, we
define the species Mpe which inherits from M, for models built
upon a coherent framework. In this case, we just have a complete
distributive lattice (the complement operation does not preserve
the property for ST*). The figure (6) describes the hierarchy of
species of models.

A more general (pre)ordering can be defined over models. In-
deed, naming convention of subjects and objects may change from
a model to another, and we want to be able to compare them
independently of this naming convention. For this, J. McLean in-
troduces the following relation: we say that M; <My iff there exists
two one-to-one functions Is : S — S and I, : O — O such that:

ex(@) C (I (2 Ls(2))) )
wesweo (L H0 UG )

where

VX e ST IF(X)={K(Z)|Ze X}

with K(Z)={Is(z) |z € Z}
In fact, < is just a preorder from which we can define an equiva-
lence relation = and an order relation < over equivalence classes
of models. As < generalises <, we try to generalize the operators
M and U. However, the set of equivalence classes of models is not a
lattice but for each pair of models M7 and M2, we can define the
following set containing every least upper models of M; and Mas:

M e Mg | [Mi] S [M]A[Ms] S [MIA
vYM' [Mi] < [M']A
[M2] S [M'] = ~([M'] < [M])

U (My, Ms) =

where < is the strict order induced by < and where [M] denotes
the equivalence class of the model M. However, U+ (M7, M2) can-
not be computed efficiently and we have only implemented the
following operator:

{MGM{F|

MyAM, = 3M3,M4€M]:% Ms = M1 }

My = Mo ANM = M3 LI My

presented in detail in [13] and are introduced in the species M
which inherits from IMp .

3.3 Systems

Last comes the notion of system, where the security policy and the
access control function must be specified. Given a framework and
a model, a system can be viewed as an abstract state machine.
The set X of states is defined as the product:

Y=FxAxA

where:

e [, often called classification vector, is the product Fs x F,
with:

— Fs = {fs : S — L5} (security level associated to a
subject)

— Fo = {fo : © — L5} (security level associated to an
object)

o A= (ST x O x A*) is used to describe granted and current
access of subjects over objects.

Hence, a state o = ((fs, fo),d,m) defines mandatory rights (fs
and f,), discretionary rights (d) and current access (m).
So we first define the species of access :

species access (s is &, sp is 6*(s), o is O,
m is A, ma is A*(m))
inherits setoid =
rep = sp * (o * ma);

Then we can introduce the species of states :

species X(
s is &, sp is &*(s), spe is &** (s, sp),
spee is &***(s, sp, spe), o is O, eo is O*,
n_s is £S5, m is A, m_a is A*(m),
f is IF (s , sp, spe, spee,0,eo0 n_s, m,
f1 in f, a is access (s, sp, o, m, m_a),
d is set_access (s,sp,o,m,m_a,a),
mat is set_access (s,sp,o,m,m_a,a))
inherits setoid =
rep = ((s => n_s) * (o -> n_s)) * (d * mat);

m_a),

where set_access is the species of finite sets of access.
In order to specify joint access security policy, we extend fs as
follows:

fSA:SJr_,LS fSY:S+—>LS
F&(8) = Mfs(s) | s€ St fS(S)=Y{fs(s)|s€ S}

At this level, we can define the security properties over states.
Since we have implemented the Bell and La Padula system as an
example of use of our development, we specify in this species the
three classical following properties:

e a state is said to be simple secure iff:
V(S,0,A) € mread € A= f1(S) = fo(o0)

letprop simple_sur (e in self) =V x € a,
mat!is_in(x, !mca(e)) =
m_a'is_in(m'read, a'mode(x)) =
n_s'!order_inf(!f_o(e, alobjet( x)),

'f_s_sup(e, al!sujet(x)));

e a state is said to be x-secure iff:
V81,52 € ST Voi,00 € O

(S1,01,read) € m A
(S2,02,write ) em A
S1 NSy # 0

= fo(o1) =X fo(02)



((mat'is_in(x, 'mca(e)) A
mat!is_in(y, !mca(e)) A
m_a'is_in(m!read, a'mode(x)) A
m_a'is_in(m!write, al!mode(x)) A
- splequal(sp!inter(a!sujet(x), a!sujet(y)),
sp!vide)) =
n_s'!order_inf(!f_o(e, alobjet(x)),
'f_o(e, alobjet(y))));

e a state is said to be ds-secure iff:
VS €St Yoec O, (S,0,x) € m = (S,0,z) €d

letprop ds_sur (e in self) =V x € a,
mat!is_in(x, !'mca(e)) =
d!is_in(x, !'md(e));

A state satisfying these three properties is said to be secure.

letprop sur (e in self) =
!simple_sur(e) A !mac_star(e) A !ds_sur(e);

Now, we can introduce the species of systems by specifying a
transition function 7 : ST x R x & — D x ¥ between states where
R is a set of requests and D is a set of answers. In this species,
we define a property over such transition functions: 7 is said to be
secure iff

Vs € S f1(s) # J2(s) = 51 € cals) )

rsunen =@~ (1 e oL B 25 Tl

That is, if the security level of an entity has changed, then subjects
that perform the change are granted to do it (by the model).

species system (
s is &, sp is &*(s), spe is G** (s, sp),
spee is &***(s, sp, spe), o is O, eo is O*,
ns is £5, m is A, m_a is A*(m),
f is IF (s , sp, spe, spee,0,eo0 n_s, m,
£1 in f,
mod is MM (s, sp, spe, spee, o, eo,

n_s, m, m_a, £, f1),

ml in mod, a is access (s, sp, o, m, m_a),
d is set_access (s,sp,o0,eo,m,m_a,a),
mat is set_access (s,sp,o0,eo,m,m_a,a),
r is request, dc is decision)

inherits ¥ (s, sp, spe, spee, o, eo, n_s,

m, m_a, £, f1, a, d, mat) =

sig 7 in sp -> r -> e -> (dc*e);

end

m_a),

Last, we introduce the species of secure systems which are sys-
tem with a secure initial state and a secure transition function
mapping every secure state into a secure state (the well-known
“Basic Security Theorem” of Bell and La Padula).

species system_bst (...)
inherits system (...) =
property bst : V req € r, V x € sp,
V st € self, !sur(st) =
Isur(#scnd(!tau(x, req,st)));
end

In this way, we have formalised in Focal the whole algebra of
security of McLean. Now, we are going to see how to instantiate
this algebra in order to obtain the Bell and LaPadula model in a
first time, and this model in a database in a second time.

4 Applications

In this section, we briefly describe the instanciation of our frame-
work in order to obtain the Bell and La Padula system, and, then,
we show how this program can be used to manage access into a
relational database.

In order to implement the Bell and La Padula system, we build a
system from a framework in IF® in which £9 is the product lattice
Te x T}, where:

o T.=(Cl,<,Uq,Me) is a lattice of classifications

e and T} = (p(K), C,U,N) is the powerset lattice of a set K of
needs-to-know

This product is obtained by using the implementation of prod-
uct between lattices in the Focal library. The set of access modes
is A = {read, write , execute ,append ,control }. The Bell and La
Padula system is built from a model such that cs(s) = co(0) = ST
for all subject s and object o. Now, in order to obtain a complete
system, we have just to define requests, answers and the transition
function. This has been done by following the paper of Bell and
La Padula [8] and by reusing a formalisation within the Coq sys-
tem [16] of a similar work [6]. Indeed, in [6], we have implemented
a formal description of the Bell and La Padula model together with
the formal proof of the “Basic Security Theorem”, checked by the
theorem prover Coq.

4.2 Access control in a database

The previous development provides an abstract system, with the
Bell and La Padula transition function and the proof that this
function satisfies the “Basic Security Theorem”. Now, we want to
refine this system in order to apply the Bell and LaPadula secu-
rity policy in a database. We do not want to define the complete
database in Focal, but rather to define a module and to plug it into
an existing database, such as MySQL. So we have to catch every
SQL query sent to the server and translate it terms of access, thus
providing requests for the access control system. Hence, a (for-
mal) semantics of SQL has been defined in terms of access. Then
these requests are executed by our Focal program, which returns
an answer. If this answer is yes, then the SQL query is executed by
the SQL server, else an error message is returned to the user (see
figure (7)). The initial state (of the Bell and LaPadula’s system)
is loaded from the private part of the database when the program
starts and stored in this part at the end.

Since we already have the definition of the system, we only have
to define the species of subjects and objects.

We implement the species of subjects by the user of the
database, and the security level of a subject is given at the cre-
ation of the user.

There are several ways to define the objects. The first is to
consider each cell of a table as an object. This solution has the
disadvantage to double the size of the table. Indeed, we have to
store for each cell its level of security. Another solution is to con-
sider each row as an object. This solution, as the above one, implies
to execute every SQL query in order to know rows accessed. Such
a way to proceed can compromise the integrity of the database. In-
deed, let us imagine that a user submit a DELETE query. If we have
to execute this query before authorizing it or denying it, the user
could delete some information he is not allowed to. So, defining
objects as rows implies the use of a transaction mechanism, which
is not implemented in every database server.

Finally, we have to define an object as a whole table rather than
columns, mostly for reasons of simplicity. Of course, more sophisti-
cated security models exist for databases, but our aim was to show
that our “formal program” can be used in concrete contexts. This
whole development can be found in [2].

5 Conclusion

In this paper, we have described ways of mapping general security
algebras (in the sense of McLean’s algebras) into the Focal pro-
gramming environment, to provide the ability to produce validated
implementations. Such an approach allows to avoid incoherences
in the security model and inconsistencies between the model and
the code. We think it can help to trust the implementation.

This development shows that even from a practical point of view,
formal methods can be used to increase the security of software.
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Indeed, in this work, starting from a mathematical presentation of
the algebra of security models, we have completely formalised this
notion within the Focal environment and designed the architecture
of its implementation.

Moreover, Focal allows us to be very general during the devel-
opment. For example, when defining the species of frameworks,
models and systems, nothing is said about subjects and objects
(no concrete datatype is associated to the abstract types of sub-
jects and objects). This is only done at the end when we define a
collection for a specific system (e.g. database access control). In
this work, we have obtained a complete specification of a system
with access control and a transition function: we can apply it to
any specific system, as a file manager or a database.

Another useful feature provided by Focal is the theorem prover
Zenon. Indeed, such a prover allows to implement proofs in a very
natural and declarative way without any background about the
Coq system. Thus, it becomes possible for a large public to make
proofs within Focal.

Note that different kinds of users are involved in such a devel-
opment. First, the Focal-developer supplies frameworks, models
and systems, and possibly specific systems, like the Bell and La
Padula system. This developer is in charge to give a sound specifi-
cation and proofs that the implementation meets this specification.
Then, the system administrator picks one framework, one model
and one system, and gives an implementation of subjects and ob-
jects. The system administrator does not need to make any proof,
but just has to use the correct formal system in regards to his
specific system. Last, the system user can access to the data of
the system with methods provided by the system administrator,
which are generally the standard methods provided with this kind
of specific system (e.g. open._file, read_file, etc), and of course these
operations are sound in regards to the security policy.

Of course, since this paper does not introduce any new access
control policy and deals with well-known results (algebra of secu-
rity and Bell and LaPadula’s security policy), one could think that
it does not contain any new material. However, our aim was to
describe access control policies at a level of formalisation that is
very close of a formal specification and/or implementation. Hence,
one of our motivation was to fill the gap between (in)formal papers
and formal implementations in order to ease our development and
to avoid some bugs (as shown in the introduction). We think that
these bugs may be dangerous because the engineers and scientists
tend to trust the answers given by security systems, and the con-
sequences of a wrong computation can range from a few days of
time lost in tracking down the error, to a complete failure of the
system designed by the engineers.

The access control policies actually implemented are rather sim-
ple but we think that the techniques prensented here are general
enough to be used in a variety of other settings: this development
can be viewed as a basis for several extensions. For example, it
could be interesting to implement others security models for ac-
cess control (Chinese Wall, Roles Based Access Control, ...) in this
framework. However, we also believe that some parts of this devel-
opment can be reused in different contexts: for example, work on

under development.

Current works As we said, our long-term aim is to develop a
formal library of access control policies together with their imple-
mentations. For this, we have implemented the algebra of security
introduced by Mc Lean in order to ease reusing and we have ob-
tained an implementation of the Bell and LaPadula’s security pol-
icy by instantiating this algebra. The Bell and LaPadula’s security
policy is significant in “military” contexts as the Chinese Wall se-
curity policy [4], introduced by D.F.C. Brewer and M.J. Nash, is to
the financial world. Hence, we now would like to implement such a
security policy in our formal library. The basic idea of the Chinese
‘Wall security policy is that people are only allowed to access to
information which is not held to conflict with any other informa-
tion that they already posses. Hence, one of the main difference
between the Bell and LaPadula’s and the Chinese Wall security
policies comes from the fact that while the first one constrains the
access to an object o by a subject s by considering security levels
associated with both o and s, the second one constrains the access
by what data the subject already holds access right to.

In order to reuse our previous developments, we want to imple-
ment the Chinese Wall security policy by following a lattice based
interpretation of this policy as introduced by Sandhu in [19, 18]°.
However, here again, the need of formalisation is strong if we want
to reach hight level of safety. Indeed, in addition to express the
formal definitions in an uniform framework, we also want to be
able to formally express that such an interpretation is a correct
embedding of the Chinese Wall policy.

Nevertheless, the algebra of security is not expressive enough to
take such considerations into account. More generally, we need a
formalism allowing to express in a very concise way access control
policies and their implementations, but also to compare access con-
trol policies and implementations. For example, we would like a
more general definition of frameworks allowing security parameters
to be either a lattice of security level or a set of conflict-of-interest
classes or anything else. Furthermore, we want to be able to ex-
press in an abstract way the property stating that an implementa-
tion i1 of a policy p1 is a correct and complete embedding of the
implementation iz of a policy pa.

Roughly speaking, a possible way to achieve this goal, is to de-
fine an access control policy as a predicate over states of an abstract
machine depending on security parameters, and an implementation
as a transition function between states. By following such an ap-
proach, many properties can be defined over access control policies
and implementations.

Hence, our current works consists in defining a generic frame-
work allowing to express many aspects of access control policies
and their implementations, in instantiating such a framework with
variants of classical access control policies, in proving properties
about these instantiations, and last in defining embeddings of ac-
cess control implementations into another ones and proving them
correct and complete.
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